AJITOPUTM NOJYYEHHS JA0CTYyIa B PErHCTP
PAC:

1. Heo0Xx0a1uMO MOJY4YUTH JOCTYIl K CHCTEMe

Kputepuii yCHemHOro BBIMOJHEHUsI ITYHKTA: OTKPBHIBACTCSA CTPAHHWIA aBTOpW3amuu admin-
rmlras.mznn.ru

YTO HY>XHO CHEIATS:

1.1 Uzyuuts Kak HCITOJIB30BaTh KOMaHIy ping, HarpuMmep, TyT
https://yandex.ru/search/?text=kax+ucnons3oBarbrrkoManay+Ping+&Ir=47&clid=2270455&win=470

1.2 TIposeputs nuHr g0 agpeca 10.207.157.20

Ecnu BuauM Takyro KapTUHKY KaK HIDKE (ITMHTA HET), TO MEPEXOANM K I1. 1.3 HHCTpyKIuH

Obmen makeTamu C 18.287.157.2¢C c 32 baWTaMM JaHHbIX:
MHTEpEan
MHTEpPEan o

HHTEpEan
HHTEepEan OX

naKkeTamu C 10.207.157.20 no c 32 GaWtamMu OaHHBIX:

0T 10.207.157.20: uucno 6aiT=32 Bpema=10Mc TTL=56
0T 10.2087.157.28: uqucno 6aiT=32 BpemA=6Mc TTL=56
OT 10.2087.157.20: uyucno b6aiT=32 Bpema=8mMc TTL=56
0T 10.207.157.20: u4ucno 6aiT=32 spema=17Mc TTL=56

Ecnm Bumm mo0yro Ipyryro KapTHHKY, 9TO-TO BBIIIOJHEHO HE TaK, HEOOXOJMMO BEpHYThCA K IT. 1.1
1.3 IIposeputs nuHr go agpeca 10.10.137.20

Ecnu BUIUM Takyro KapTHHKY KaK HIDKe (MIMHra HeT) TO MepexoauM K 1. 1.3 1aHHOW HHCTPYKIHN

ObmeH nakeTamu C 18.18.137 ( BalTaMH OaHHbLIK:
NpeeslleH MHTepEan o
MNpeeLilleH WHTepEan

MNpeeLilleH WHTepEan
MpeewleH MHTEpPEBAN OXHUAZHHA

Ecnu BHauM Takyro KapTHHKY Kak HIDKe (IIMHT €CTh), TO MEePEeXOANM K pasneny «3» IaHHOH
WHCTPYKLIUU
( NaKkeTaMH
orT 18.16.
oT 18.16 YHCNo
i YHCNo

HMCNo



https://yandex.ru/search/?text=как+использовать+команду+Ping+&lr=47&clid=2270455&win=470

Ecnu BuauMm mo0yro Apyryro KapTHHKY, YTO-TO JIeaeTe He TaK, He00X0AUMO BEpHYThCs K 1m.1.1
WM MOJKIIIOYUTh TEXHUYECKOTO CIEINATINCTA

1.4 TIpoBepuTh IIUHT 10 JOMEHHOTO nMeHH admin-rmlras.mznn.ru

Ecnu BUIUM Takyro KapTUHKY Kak HiDke (IIMHT €CTh), TO TIEPEeX0uM K 1. 1.5 naHHOW HHCTPYKIHU

aHTaMH OaHHBIX :

anA 1e.1
NpagneHo =

1A MpMeMa-nepegaqm
¢, MakcumaneHoe

Ecnm BUIMM Takyro KapTHHKY KaK HIDKeE (TIMHra HET), TO BBIIOJHIEM J00aBIeHHE COOTBETCTBUS
B (haiin HOSTS, xak ommcaHo HUKE B JAHHOM ITYHKTE

NpW NpoBepke CB ; - ) y2en admin-rmlras.mznn.ru.
MpoBepbTE WMMA Y3Ma W NOBTOPUTE MOMBITK
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HaxonuM ¢aitn HOSTS

B MeHio «®@ain» Haxmute OTKPLITL U NEPERAUTE B KATaner, rae Haxoaurca dann hosts.
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Ecmu nporren muaTr 10 10.207.157.20, To cTpoKa AODKHA BBITISAIETH TAK:

Ecnu nporren munar g0 10.10.137.20, To cTpoka J10/KHA BRITJISACTh TaK:

[IpoBepsieM uTO pazgenuTeneM sBIsSETCS OIUH MTPOOes WK 3HaK Talymsauuy, He 2 npobena!

Coxpauntb n3menenus B ¢aiine HOSTS, u nosroputh n. 1.4 ¢ Hauaaa



[IpuMmep npaBUIBHOM 3amucu

Eme mpuMep npaBuWIBHOM 3anucu

E  hosts . +

®aitn Wamennts Mpocmotp

# Copyright (c) 1993-2009 Microsoft Corp.
#

# This is a sample HOSTS file used by Microsoft TCP/IP for Windows.

#

# This file contains the mappings of IP addresses to host names. Each

# entry should be kept on an individual line. The IP address should

# be placed in the first column followed by the corresponding host name.
# The IP address and the host name should be separated by at least one
# space.

# Additionally, comments (such as these) may be inserted on individual
# lines or following the machine name denoted by a '#' symbol.

#

# For example:

#
# 102.54.94.97 rhino.acme.com # source server
# 38.25.63.10 X.acme.com # x client host

# localhost name resolution is handled within DNS itself.
# 127.0.0.1 localhost
# 5 localhost

10.10.137.280 admin-rmlras.mznn.ru

IIpumep HenpaBUIBHOM 3alIUCH

= npALE.

&

- Aﬂdiﬂmﬂ'lar comments (such as these) may be fnserted on individual
# Tipes or fo ']urlng the machine name denoted by a "#° symbol.
&

: For example:

e 102, 54,94, 97 rhing, acme, com 4 source server
L 38, 25.63.10 X, Acme. com # ¥ client host
& This HO5TS file created by Dr.web anti-rootkit APT

- 127.0.0.1 Tocalhost

& 2zl Tocalbost

10,10.1237.20 admin-rmlras, menn. ru
10.207.157. 20 adwin-rmlras.mzon. ry

BHUMAHMUE! JIge 3anucu B (haiine sSBistoTCS OMNOKO#!



1.5 Heo0xoauMo OTKPHITH B Opay3epe CTpaHMIly aBTOPU3AIlNK, BBE/IS B aJJpeCHOM CTPOKE apec
3aKpBITOM YacTu cuctembl admin-rmlras.mznn.ru. Heo6xoquMo BBECTH B afpecHOM cTpoke Opay3epa (He B
MOUCKOBOM CTPOKE, He B ssHAekce) admin-rmlras.mznn.ru

JlomkHO OBITH Tak:

&~ C, @ admin-rmlras.mznn.ru

INMBAYXHO: mo npyrum agpecam: rmlras.mznn.ru, auth-rmlras.mznn.ru 3aiitu He momy4urcs, gaxe
€CITH OHH OTKPBIBAIOTCS

OTKpOETCSI OKHO aBTOPH3AITHH.

Aobpo noxanoeate B AMC «PMJ PAC

Mapons

Ecnu kapTrHKa Kak BBIIIE HE OTKPBIBACTCA, TO HEOOXOANMO MPOUTH BCIO MHCTPYKLHIO C Hayaia

(oco60 obpaTuTh BHUMaHKE Ha 11.1.3, 1.4 HHCTPYKINH).
Ecnu kapTHHKa KaK BBIIIE OTKPBUIACH, TO pa3/ien «1» WHCTPYKIIUH BIMOJIHEH, MOKHO TIEPEXOTUTh

K pasnemny «2»

2. Honyqune YUYCTHBIX JaHHBIX IJH BX0/J1a B CUCTEMY

BHUMAHMUE! Pa3nen npenHasHa4deH TONBKO JJIS TeX, KTO YCIIENTHO BBITIONHHI TPeOOBaHUS
pasnena «1» HacTosIIeH HHCTPYKITUH

CucreMa MMeeT HECKOIBKO HHTEp(hEHCOB s pa3IUUHBIX MTOJB30BaTENEH, B TOM YHUCIIE:

rmlras.mznn.ru — aapec pocTyna B JHYHbIA KaOMHET TAlMEHTa WM €ro 3aKOHHOTO
npeacTaBuTens (PoAnTeENs), aipec AOCTYNEH U3 HHTEPHETa
admin-rmlras.mznn.ru — axgpec pgoctyma s COTPYAHHMKAa MHHHUCTEPCTBA, BEIIOMCTBA,

00pa30BaTEIbHOTO YUPEKACHUS, YIPEKACHUS 3APABOOXPAHEHHS, KYJIBTYPbI, CIIOPTA, T.1., aAPecC JOCTYyIEeH
TOJIBKO U3 3aIIMIIEHHON CETH, TOCTYH JUIsl coTpyIHUKOB Bo3MoxkeH TOJIBKO no stomy anpecy

Jliist BX01a B CHCTEMY HEOOXO0IUMO:

2.1  BBecTH B aapecHoOil cTpoke Opaysepa admin-rmlras.mznn.ru (eciu He OTKpPBIBACTCS, CM.
paznen «1» HacTosIeH NHCTPYKIIIH)

2.2 Haxarp «Boiitu uepes ECA» u BBecTH ydeTHbIE JaHHBIE OT CBOEro Mpoduis Ha caite
«l"ocycmyrn»

Ecnm mpu aBTOpH3anny cucTeMa BBIaeT OMIMOKY «Y4yeTHas 3aruch He HalieHa» ni « COTpYAHUK
C YKa3aHHBIMH JaHHBIMH HE HaieH», He0OX0IMMO IPOBEPHUTH JaHHbIC B 3asiBKE, KOTOPYIO 3aITOTHSIIH IS
JIOCTyTIa B CHCTEMY, IIPU aBTOPHU3AIMN MIPOBEPSIOTCS CIEAYIOIINE JaHHBIE (JOJDKHBI OBITh TaKHe XkKe, Kak B
npoduie Ha «'ocycayrax):



- GaMunus, UMs, OTYECTBO

- CHUWJIC

- aZipec IEKTPOHHON MOYTHI

- HoMep TenedoHa

- OpraHm3anus, K KOTOpoil mpuBs3aH coTpyaHHK Ha «['ocycmyrax» (mposepsercs MHH, KIIII,
HaMCEHOBAHHE)

Bce 3asBKH Ha TOCTYI MM M3MEHEHHS (aKTyaIU3allnIo, HCIIPABICHNE) B paHee MOAaHHbBIX 3asBKaxX
Ha noctyn npuauMaroTcs HEHTPAJIN30OBAHHO ot Bamero muancTEpCTBa MIIM BEAOMCTBA

BHUMAHMUE! Tlo BonpocaMm aBTOpU3AIMK B CUCTEME WJIM HEKOPPEKTHBIX JAHHBIX IO 3asBKaM
MOHO oOpaiatbes B Tenerpam-kanan no cucteme AUC PAC:

https://t. me/+HZchXn5W _iExZ]jBi

3. EcJu BBINOJHEHBI BCE PECKOMEHIAIINH U3 n.1 HHCTPYKIMH,
HO A0CTYII IIOJIYYHUTDb HE yI1AJ10Ch
JlocTyn K cucteMe BO3MOKEH TOJIBKO U3 3alIUIIEHHBIX CeTeil:
3.1 ECIII, Cetb AO «PocTeiekom

Hoctyn u3 cetu ECIIJ] OTKpHIT BCEM MONB30BATENSIM, MOIKIIOUEHHBIM K CETH, IJIS BXOJa B CHCTEMY
HEO0XO0MMO YOSAUTHCS B KOPPEKTHOM BBIIMTOJIHCHUH pa3jiesia | HaCTOSIICH MHCTPYKITUN HITH O0PaTUTHCS K
TEXHHYECKOMY CIEIHAIHCTY JUII HACTPONKH CBOEro paboyero Mecra

Anpec cuctemsl B cetu ECII/] 10.207.157.20

3.2 3CIIA M3 HO, enunblii n(ppoBoii KOHTYP MUHUCTEPCTBA 3APABOOXPAHEHHUS
Huxeropoackoii o6actu, 10.10.137.20

Certb pabotaer Ha 6a3e VipNet, Necetu 3722

Jlnst noctyna u3 VipNet cetu 3722 Heo6X0auM0 00paTUTHCS 10 HOMEpy 262-23-22, o6 729 st
HACTPOWKHM Ballleil TOYKHM TOAKIIOUCHHUS, MpeABapUuTeIbHO yoeauBmch, uto Bama VipNet cets umeer
HoMep 3722 (mokHO ocmoTpeTh B VipNet kiuenTe)

Anpec cuctremsl B cetu 3CI1JI M3 HO 10.207.157.20

3.3 KCIII, Cetn IIpaButenbcTBa Husxeropoackoii odaactu

Cetb pabotaeT Ha 0a3e KpuITo nuio3a « KOHTHHEHT
Anpec cucremsl B cetu KCITJ[ 10.10.137.20

Hnsa moctyma x cucteme AMC PAC u3 cetm KCIIJ meooxommmo obpatuthes B [AY HO «IUT» c
oUIIaTHEHBIM 3aIIPOCOM 10 (HOPMATy B COOTBETCTBHH C TIPHIIOKCHHUECM.

BAXHO! Ilocne Beimonnenus 3asBku oT ['AY HO «LIUT» neooxonumo npoiiti BCE myHKTBI HacTosmIeH
WHCTPYKIUH ITOBTOPHO, HAYUHAS ¢ pazzaerna «1y».




Jlupexropy

roCyAapCTBEHHOI0 aBTOHOMHOTO
YUPEKICHUS

Hwxeropojickoit o6nactu
«lIeHTp KOOpAMHALIMY TTPOEKTOB
1 (PPOBOH SIKOHOMHKH»

Kinmmamosy B.1O.

VBaxaembiii Butanuii FOppeuy!

B cBs3u ¢ HEOOXOAMMOCTBIO OpPraHU3alUU padOThl ABTOMATHU3MPOBAHHOU
MH(POPMALIMOHHON CUCTEMBI BBISIBIICHUS U KOMIUIEKCHOTO COITPOBOXKIEHUS JIFOJEH C
paccTpoicTBaMH ayTUCTUYECKOTO CIEKTPA U APYTUMHU MEHTAIIbHBIMU HapyLIEHUSIMU

«Peructp u mapmpytuzanus jgrozeit ¢ PACy» (nanee — peructp PAC), mporry
Bac obecneunts moctyn u3 cetu MunucrepctBa (Begomcta) K peructpy PAC
<yKazambo Ha36auue U aopec cemu MUHUCMEPCMEa UlU 6e00MCMEa™:

[IpenocTaBlieHHBIN AITOPUTM MO OpTraHU3AIUU AOCTYIY ObUT U3y4eH, M. Ne

<yKa3aTb HOMEpP IIyYHKTa> BBIIOJHHUTH HE YAaJI0Ch O NPUYNHE <yKa3aTh OPUUYHHY>.

Ckpuninot komasp! ping mo 10.10.137.20 npuiiararo K HaCTOSIEMY ITUCEMY
Ckpunmor koMmauael ping mo 10.207.157.20 npuiarairo K HACTOSIIEMY
UCHbMY

<BHUMAHMUE! Iluckma 0e3 mnpunoxeHHbIX CKpuHIIOTOB KomaHibl PING B
COOTBETCTBHH C pazzesnoMm 1 Anroputrma Opatbest B paboty He OyayT!>

IIOMEHHOE UM 11 Bxoxa: admin-rmlras.mznn.ru;

noctyn Heooxoaum o nmoptam 80 (http) u 443 (https);

KonTakTHbBIE JaHHBIE OTBETCTBEHHOTO OT BegomcTBa: <OUO>, <Tenepon>

Jupexrop

Ilucomo neobxooumo umanpasumo oguyuanvro yepes CI/0, a makice 8

pabouem nopsioke na aopec snekmponnou noumst <SA@cit-nnov.ru>



